Resiliently shifting from
Human-Operated to Lights-Out Factories
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Agenda *

1 2 3

Current practice and Challenges and progress | Cyber security challenges
cyber security of 14.0 security beyond 4.0
challenges

Industry 3.0 Industry 4.0

Factory Factory Smart Autonomous
automation digitalisation factory factory

* This work is part of the Growth Fund Programme NXTGen Hightech Smart Industry
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Current factory information processing Information Flow

Case provided by Smart Industry partner =—> Product Flow
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Digitalized (I4.0) Information Flow
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secure digitalized (I4.0) - =» Information Flow
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Use case: Smart Cyber Resilient Factory

lerp

=) The old way of ‘digitalizing’ the shop floor

(N Digitalization maturity stage: low

|::|Oa Desire: I4.0-ready digitalization

Relevant threat: ‘unauthorized control messaging’

0 How to mitigate the threat, appropriately for the current and desired stage ?
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Survey: Current practices and challenges

*

Cyber security of
enterprise IT and IoT in
manufacturing sector are
maturing

A)A

No straightforward
translation from cyber
security to security of
ICS (Industrial Control
System)

Challenge #1:

ICS security should be
tailored to the

manufacturer’s
business and
digitalisation stage

i

IT/OT security practices
are characterised by
labyrinth of standards,
frameworks and
legislation

Challenge #2:

In absence of
harmonized standards
and legislation,
overview is needed to
develop the required
ICS security solution
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Cyber Resilience Blueprint for Manufacturing
(CRBM)

Specify security controls
tailored to digitalisation

Current stage of manufacturer
Security

Security strategy should be
tailored to manufacture’s
business

Controls

Cyber
Resilience
Blueprint

. I
Threat Profile - =
-x-
[ [

Risk Appetite

Cyber Resilience Assessment
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CRBM Steps Current

Security

Controls

MITRE ATT&CK NIST SP 800-53 NIST Manufacturing

mmm

Threat Profile

Threat Mitigation Security Controls Smart Industry Cyber
maturity specific Resilience
Select controls Blueprint

Risk Appetite

corresponding to
maturity / risk appetite

. Exclude controls

NIST compliant, already taken
tailored controls
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CRBM Knowledge Graph
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CRBM Use-Case Demonstration
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Note: demo shows how to get from threats to standards compliant, maturity appropriate security controls
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Ultimate objective: automating this cyber reasoning to achieve autonomous cyber resilient factory
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TO855: Unauthorized Control Messaging - Mitigations
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TO855: Unauthorized Control Messaging — Security Controls
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TO855: Unauthorized Control Messaging — Measures
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Use case outcome

Guideline measures to mitigate ‘Unauthorized Control Messaging'in the current stage
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G : measure not implemented, yet

a : measure already implemented
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Boundary
protection

Identity
Management
and Access
Control

Data Security
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Zooming in ...

Boundary
protection

¥ i i

Identity Management and
Access Control

Identity
Management

and Access
Control

Properties

‘ / Edit ‘

Category

Description

id
Mainfunction

Subfunction

Neighbors Relationships

Metwork integrity is
protected, incorporating
network segregation where
appropriate

PR.AC-5
Protect

Identity Management and
Access Control

Data Security

Properties

|/ Edit ‘
Category
Description

id
Mainfunction

Subfunction

Meighbors Relationships

Protections against data
leaks are implemented

PR.DS-5
Protect

Data Security
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Conclusion

1 2

Maturing IT and IoT &
Lack of translation &
Labyrinth of legislation

Use case: Old way to
securely digitalised

Industry 3.0

Factory
automation

Industry 4.0

Smart
factory

Factory
digitalisation
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CRBM: a stepping stone
toward beyond 14.0

Autonomous
factory



Beyond 14.0
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*Bmmen m’een Chinese
(Dari( Factory

We are in China and get
an exclusive glimpse ...
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Source : Nieuwsuur (2025, 21 september). Binnen in een

Chinese ‘Dark Factory’ [Video].
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https://www.youtube.com/shorts/QDlwBflBNDE?feature=share

Thank you

Bits & Chips Event 2025

Mahira Ali
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