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Modern software systems are inherently complex
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▪ Sequential correctness

▪ Concurrency correctness

▪ Fault-tolerance/resilience

Correctness depends on:
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Modern software systems are highly concurrent and distributed
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▪ Concurrency

▪ Asynchrony

▪ Network faults

▪ Process faults

 

Need to reason about:

https://issues.apache.org/jira/browse/MAPREDUCE-3274

Unexpected orderings, buggy executions: 

Modern software systems are inherently complex

A taxonomy of nondeterministic concurrency bugs 

[Leesatapornwongsa et. Al., ASPLOS’16] Burcu Kulahcioglu Ozkan



Many bugs due to concurrency nondeterminism
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Challenges of testing distributed systems

(C0) Test oracle 

▪ What is the correctness specification?

(C1) Test harness discovery

▪ What are the requests/transactions to submit?

(C2) Enumerating executions 

▪ What interleavings of events to exercise?

(C3) Improving interpretability 

▪ Is the buggy trace easy to understand?
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→  Assertion violations

       Generic properties (e.g., serializability)

→ A few random client transactions

→ How to explore possible executions efficiently?

      Combinatorial complexity!

→ How to produce understandable traces?
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(C2) What event orderings to test? 

Controlled concurrency testing + fault injection

▪ Control the non-determinism in a test environment 

▪ Design testing strategies to explore different program executions

▪ Reproduce a buggy execution for easier debugging
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E. B. Gulcan, J. Neto, B. Kulahcioglu Ozkan [ISSTA’24]

Generalized Concurrency Testing Tool 

for Distributed Systems
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How to characterize this 

set of event orderings?

Concurrency testing as a sampling problem

An enormous number of possible event orderings

7

.  .  .  . . . .  .

. . . . . . . . . . . 

.  .  .  . . . .  . .

Testing is sampling 

from that set

The set of all possible executions

Test k. . . 

Test j

Test i

Infeasible to test all 
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A glimpse of characterizing the sample set 

Serving sandwiches to a group of n people

How many rounds of sandwiches do we need to serve 
to ensure that:

For each pair of people, one gets their sandwich 
before the other in at least one round? 
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. . . 

Test j
Test i

Test k

Pairwise orderings of 2 events

Characterize and sample from that set!

The set of all possible event orderings

with nontrivial guarantees
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n! < n! only 2



Revisiting the example concurrency bug:
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https://issues.apache.org/jira/browse/MAPREDUCE-3274

. . . 

Test j
Test i

Test k

Pairwise orderings of 2 events

The set of all possible event orderings
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Characterize and sample from that set!

A glimpse of characterizing the sample set (cont.) 

Let’s make it more interesting:

How many rounds of sandwiches do we need to serve to 
ensure that:

For each pair of people, one gets their sandwich before the 
other in at least one round such that:

everyone gets their sandwich before their promoters? 
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. . . 

Test j
Test i

Test k

Pairwise orderings of 2 events

The set of all possible event orderings
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n! < n! only 2



Our notion of concurrency bug depth:

Number of minimum ordering requirements between events

▪ 2݁ۧ ,1݁ۦ  e.g. order violation

▪ ,2݁ۧ ,1݁ۦ ݁3  e.g. atomicity violation

        . . . 

▪ …ۧ ,1݁ۦ , ݁௡  more complicated bugs

Bug in Cassandra 2.0.0 (img. from Leesatapornwongsa et. al. ASPLOS’16) 
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Challenging to characterize event orderings of distributed systems:

▪ Upgrowing, causally ordered set of events, revealed during execution

▪ Mutual dependency to the schedule 
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Schedule: ܽ ݁݀ ܾ ݂ ܿ ݃

ܽ
݀݁

ܾ
݂

ܿ
݃ - Build a schedule online

- For an arbitrary ordering

Use combinatorial results for posets!

Follow up works using ideas from 

model checking and verification
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d = n

. . . 

Concurrency testing as sampling (with nontrivial probabilistic guarantees)

Online sampling algorithm from a set of test cases that: 

▪ Order d of n number of events in a particular way

▪ Arbitrary (causal) dependencies between distributed 
system events

▪ Events/execution space revealing online 
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The set of all possible event orderings

Characterize and sample 

from that set!

d = 2

d = 3
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Some highlights from sampling based testing
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Randomized testing with theoretical guarantees

Randomized testing of distributed systems 

with theoretical guarantees
B. Kulahcioglu Ozkan, R. Majumdar, F. Niksic, M. T. Befrouei, 

G. Weissenbacher [OOPSLA’18, Distinguished paper]

Systematic testing – infeasible

Incorporating Byzantine faults

for testing blockchain systems

L. N. Winter, F. Buse, D. de Graaf, K. von Gleissenthall, 

B. Kulahcioglu Ozkan [OOPSLA’23, Distinguished paper]

Transferring ideas from verification 

of consensus systems

C. Dragoi, C. Enea, B. Kulahcioglu Ozkan, R. Majumdar, F. Niksic 

[OOPSLA’20]

Burcu Kulahcioglu Ozkan



Bugs in the (earlier versions of) blockchain algorithms

Unexpected adversary scenarios violate correctness
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A new Byzantine fault-tolerance bug in Ripple XRP Ledger Consensus

▪ Byzantine process causes a violation of termination, no further transactions can be issued

▪ The affected validators cannot progress and prevent progress in the network
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6݌5݌4݌3݌2݌1݌0݌
TX PROPOSEi VALIDATIONi PROPOSEi+1 VALIDATIONi+1

https://github.com/XRPLF/rippled/pull/4424

Awarded by 

Ripple’s Bug Bounty

from “Research Highlights at UBRI Connect’25, Singapore



Next question: How to assess and increase coverage of explolation?

✓  Practical, automated testing

✓  Efficient at finding bugs

?   How thoroughly is my system tested?

?   What behaviors are exercised? 

17

➢  Proposal: Coverage goal and coverage-guided 

exploration of distributed systems

?
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Use abstract formal models to define coverage goals
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Generate tests on the implementation Guided by the formal model used for verification

Towards bridging the gap:

implemented software ~ verified model

Model-guided fuzzing of distributed systems

E. B. Gulcan, B. Kulahcioglu Ozkan, 

R. Majumdar, S. Nagendra [OOPSLA’25]
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How can we design testing algorithms that

- Are are applicable to large-scale systems?

- Provide theoretical guarantees on finding bugs

Research: 

Testin Testing as a sampling problem:

- Characterization and parametrization of test space

- Automated sampling algorithm to

Approach:

Recap: Testing as a sampling problem
Thank you! 

☺ 
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d = n

. . . 

The set of all tests

d = 2

d = 3

sample from the set
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